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1. [5 points] Let p = rq + 1 where p, q are primes. Then prove that

G =
{
hr mod p | h ∈ Z∗

p

}
is a subgroup of Z∗

p of order q.

2. [5 points] If the decisional Diffie-Hellman problem is hard relative to a group-generation
algorithm G, then prove that the El Gamal encryption is CPA-secure.


