An Introductory Tutorial on Applying Mathematics to Address Cybersecurity
and Software Safety

This tutorial will trace the history of a branch of mathematics and how that mathematics is likely
to be the key to verify software for safety and security. While mathematics is crucial, being able
to apply it to real-world software with millions of lines of code poses colossal engineering
challenges. The tutorial will bring out the challenges and expose an innovative approach to
address those challenges. The exposition will use real world examples of detection of
sophisticated malware and verification of the Linux kernel.

The overarching themes for the tutorial will be:

1. A practical mathematical approach to software verification, as exposed by De Millo,
Lipton, and Perlis (the first recipient of the Turing Award, 1966) in “Social processes and
proofs of theorems and programs.”

2. A practical approach to build supporting tools to reason about hard problems, as
expounded by Brooks (the recipient of the Turing Award, 1999) in “The computer
scientist as toolsmith.”

3. An experiential approach to problem solving, as explained by Epstein and Levy in
“Experimentation and proof in mathematics.”
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