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Abstract—Applications such as telesurgery need low latency
communication of haptic data between remote nodes. For the
stability of the control loop, a typical round trip delay target is 5
ms or lower. In this paper, we specify an application layer protocol
- Haptics over Internet Protocol (HoIP) - which is designed
to allow such low latency haptic data transmission without
sacrificing on the quality of haptic perception. The key ingredients
of HoIP include adaptive sampling strategies for the digitization
of the haptic signal, use of a multithreaded architecture at the
transmitter and receiver to minimize processing delay, and use
of an existing UDP implementation. In this paper, we describe
in detail the frame structure used in HoIP and the rationale
behind our design choices, the implementation details of HoIP
at the transmitter and receiver, and report processing delay
measurements done using real haptic devices and HAPI (an open
source software used to interface with the haptic device). The
HoIP software is entirely written in C++ and our results show
that in the worst case transmitter and receiver side processing
delays are less than 0.6 ms.

Keywords- Haptics, Weber’s law, level crossings, extrapo-
lation, application layer, latency

I. INTRODUCTION

A wide variety of applications exploit tactile haptic feed-
back. These include teleoperation [1], telementoring and col-
laborative surgical simulations [2], medical diagnostics [3],
cultural heritage museum [4], entertainment and gaming [5],
etc. Such applications often involve multiple users interacting
in a networked haptic virtual environment. This is referred
to as a collaborative haptic audio visual environment (C-
HAVE) [6], or telehaptics [7]. In interactive haptic applications,
such as teleoperation, the quality of perception is determined
by the closed loop delay. If the closed loop delay is larger
than the coherence width of the haptic signal (which is the
inverse of the haptic signal bandwidth), then actions applied
by the teleoperator take effect only when the haptic signal has
changed substantially. This leads to performance degradation
and even instability; see for example [1]. Hence, we require
very low latency, and prior works such as [8], suggest a
target of 5 ms or lower. The round trip latency consists
of the haptic force capture and packetization delay at the
transmitter, the receiver packet processing and rendering delay,
and the network delay. In this paper, we describe a software
stack designed to minimize the sender and receiver processing
delays. In the remainder of this paper, we describe prior work
and summarize our main contributions.

In traditional voice over IP (VoIP) systems, it is common
to use 20-30 ms voice frames and use signal compression

techniques to form transmission packets at 30-50 packets/s
[9]. The delay of considering signal blocks is considerable for
haptic signals and this approach cannot be used. An alternative
is to send samples as they are without any block processing.
The input and output refresh rate of haptic devices is usually 1
kHz. Thus transmission of haptic signals by using one packet
per sample in the naive case leads to 1000 packets/s. In order
to reduce the packet rate, many researchers have proposed
the use of adaptive sampling based on perceptually significant
characteristics of the haptic signal such as Weber’s law and
level crossings; see for example [10], [11], [12], [13]. We use
adaptive sampling along with UDP in our software stack.

A number of generic networking protocols are available for
virtual environments and transmission of multimedia. Some
examples are the Synchronous Collaboration Transport Pro-
tocol (SCTP) [14], the Reliable Multicast Transport Protocol
(RMTP) [15], and the Real Time Protocol for Interactive
Applications (RTP/I) [16]. Since these are not designed specif-
ically for haptic applications such as teleoperation, they have
some limitations - the focus on reliability in SCTP and RMTP
comes at the cost of increased delay, while the overheads
in RTP/I seem rather high. Consequently, some researchers
have attempted to create protocols specially suited to haptic
signals. The Application Layer Protocol for Haptic Networking
(ALPHAN), proposed in [17], employs a separate buffer for
the haptic signal and video. The updates are categorized as I,
P and B. I packets are sent reliably, whereas P and B packets
are encoded differentially based on previous and future frames.
The network parameters are exchanged between systems using
an XML parser that contains tags with the parameter values
specified. The possibility of adaptively compressing the haptic
data was totally unexplored in this protocol. Hence a huge
traffic, at the typical rate of 1000 packets/s, is generated. The
Perception based Adaptive Haptic Communication Protocol
(PAHCP), proposed in [18], exploits Weber’s law of perception
to reduce the number of packets transmitted over the network.
Due to the assumption of a fixed Weber threshold at both
ends, adaptive sampling is not exploited to the best possible
extent. In reality, the Weber threshold is a variable dependent
on the individual as well as other factors such as the mood of
the person. In general, this protocol seems difficult to tune to
specific user cases. We are also not aware of any transmitter
and receiver processing delay analysis for this work.
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In HoIP, the option of transmitting the data at the haptic
loop rate or reduced rate based on adaptive sampling is given
to the system administrator. Adaptive sampling is based on
Weber’s law and level crossings. There is also room to add
other sampling schemes in the future. The sampling parameters
are user specific since perception varies across users. Hence the
adaptive sampling parameters are communicated from one end
to the other periodically. This allows different human operators
to use the same C-HAVE system and the packet transmission
rate can be adapted to their perception abilities. HoIP leverages
existing UDP and IP implementations and is written in C++.
It is multithreaded to minimize transmitter and receiver side
processing delays. We have used HoIP for networking haptic
devices over a LAN and we report delay measurements. We
find that the transmitter and receiver side delays are below 0.6
ms. Thus HoIP and our implementation has very low delay
and can be used in networks with round trip delays less than
about 4 ms to yield an overall round trip delay of 5 ms or less.

The paper is organized as follows. In Section II we de-
scribe the rationale behind various design choices made in
HoIP. In Section III, we describe the building blocks and
implementation details of the protocol. In Section IV-A, we
describe the experimental setup, in Section IV-B we present
the delay measurements, in Section IV-C we give examples of
signals, their samples and their remote reconstruction, and in
Section IV-D we study the average packet rates as a function
of the sampling parameters. In Section V, we summarize our
conclusions and list open directions.

II. HOIP PROTOCOL

This section is organized as follows. Section II-A specifies
the location of HoIP in the networking stack. In Section II-B,
we discuss the adaptive samplers implemented as a part of
HoIP. In Section II-C, we describe the need for a minimum
transmission rate. In Section II-D, we specify the extrapolators
used at the receiver. In Section II-E, the various fields of HoIP
frame are described.

A. Application Layer Protocol

The HoIP protocol operates in the application layer. Since
we are interested in real time applications, HoIP uses UDP
as the transport layer protocol. Unlike TCP, which guarantees
that a packet is sent successfully to the receiver, in UDP there
is no assurance of successful packet transmission. However,
TCP adds substantially to the network delay and for real time
applications a delayed packet is often a useless packet. Hence
UDP is preferred. In addition to packet losses, UDP also does
not guarantee reception of packets in order. Hence packets
need to carry time stamps or sequence numbers. We use the
latter approach. Figure 1 shows the different protocols in the
TCP/IP model and the position of HoIP.

HoIP

UDP

IP

Data Link

Figure 1 : HoIP in the protocol stack

B. Adaptive sampling

A first simple solution to digitizing haptic signals is to
sample them at 1 kHz (the typical refresh rate of haptic de-
vices) and send a packet for each sample. While in areas served
with high speed internet connections the resultant packet rate
of 1000 packets/s is manageable, many haptic applications
are expected to operate in networks with limited bandwidth.
Telesurgery in a disaster zone using quickly deployed networks
is an example. Also, it is a good engineering practice to only
generate as many data packets as needed and no more. Hence
there is a need to reduce the packet rate compared to the naive
solution. If we look at a typical VoIP system, then the packet
rates are in the range of 30-50 packets/s. This is achieved by
processing voice frames of size 20-30 ms at the transmitter.
For haptics, given the round trip delay constraint of few ms,
such frame based processing is not effective. Hence we resort
to adaptive sampling - the haptic signal is sampled based
on causal, perceptually significant features and a packet is
transmitted for each perceivable sample. We refer to [13], [19]
for a study of adaptive sampling of haptic signals. Based on
these works, in HoIP we implement the following two adaptive
samplers and we also leave room for implementation of other
samplers in the future.

1) The Weber sampler, which uses the previous sample
level Xn−1 as a reference level and takes the next
sample, Xn, at the first time t such that

∣

∣

∣

∣

X(t)−Xn−1

Xn−1

∣

∣

∣

∣

≥ δ. (1)

2) The level crossings sampler, which uses the previous
sample level Xn−1 as a reference level and takes the
next sample, Xn, at the first time t such that

|X(t)−Xn−1| ≥ c. (2)

Here δ is the Weber constant and c is the level crossing
threshold. These constants can vary significantly depending
upon the user and the haptic device [19]. Hence in HoIP we
allow room for sending the adaptive sampler parameter value
in the packet (see field Threshold in Table 1/Figure 2). The
choice of the adaptive sampler is made at the start of a session
and remains fixed during the session.

C. Minimum packet transmission rate

If the haptic signal changes only very slowly, then the
reference of the previous sample used by the adaptive sampler
is unreliable. Hence it is important to ensure that a minimum
packet transmission rate is maintained. We ensure that the
gap between successive packets is never more than 100 ms
by periodically transmitting a packet with the current sample
once in every 100ms, apart from transmitting the packets due
to adaptive sampling, thus ensuring a minimum packet rate of
10 packets/s (or a minimum sampling rate of 10 Hz). This
has an added advantage that if a packet is dropped (which
is possible with UDP), then the signal drift at the receiver
remains in control.

HoIP Version 1.0 is open source code. It can be downloaded from

http://tinyurl.com/qdy5mod



0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

V Type C A S T Sequence number Reserved

Inter sample time Threshold

Length of payload Reserved

Data

Figure 2: HoIP frame structure

D. Extrapolation at Receiver

The receiver needs to reconstruct a continuous time haptic
signal for rendering based on the discrete packets received.
To reduce delay, it uses previous information and extrapolates
data till a new data packet is received. The HoIP protocol
implements two extrapolators at the receiver. The user at the
receiver has to choose one of the available extrapolators before
reception could begin. The opening command prompt interface
provides instructions regarding the procedure for choosing the
extrapolator. At time t let the most recent samples received
be Xn−1, Xn−2 with corresponding received time stamps
tn−1, tn−2. We use the following extrapolators in HoIP.

Sample-and-hold extrapolation: The signal rendered at time t
is Xn−1 for tn−1 ≤ t < tn where tn is the arrival time of the
next packet.

Linear extrapolation: For level crossings, define

Xn−1
= Xn−1 − c, X̄n−1 = Xn−1 + c,

and for Weber’s sampler, define

Xn−1
= (1− δ)Xn−1, X̄n−1 = (1 + δ)Xn−1.

Let L(a, b;x) be the soft limiter function that equals x if a ≤
x ≤ b, equals b for x > b and equals a for x < a. Then the
signal rendered at time t is

L

(

Xn−1
, X̄n−1;Xn−1 +

(t− tn−1)

(tn−1 − tn−2)
(Xn−1 −Xn−2)

)

for tn−1 ≤ t < tn where tn is the arrival time of the
next packet. The role of the limiter is to ensure that we use
linear interpolation only to the extent that it does not change
perception as per the rule used for adaptive sampling. This
ensures that if the reconstructed signal is passed through the
same adaptive sampler, then we get the same samples as on
the true signal.

While we implemented the above two extrapolations, HoIP has
enough flexibility to support the implementation of additional
extrapolators, if needed.

E. Frame Structure

The frame structure of HoIP is as shown in Figure 2. Each
row in the frame is composed of 32 bits. The top row indicates
bit positions of the fields. The bits are numbered from 0 to 9
for better readability. The HoIP frame starts from the second
row. The frame consists of 12 bytes of header, out of which 3
bytes are reserved to accommodate future enhancements to the
protocol like inclusion of video, audio data, etc. The purpose
of the other 9 bytes are described in Table 1.

The fields S, T, Inter sample time and Threshold are read only
if A is set to 1. These fields hold valuable information only if
adaptive sampling is employed. The Inter sample time is 1 ms
for typical haptic loop rate of 1kHz. The Length of payload
depends on Type and C.

Field Bits Description

V 1

Protocol version set to 0 for haptic point

to point communication (Current imple-

mentation)

Type 2

Indicates type of the data. Set to 0

for haptics, 1 for haptics-audio, 2 for

haptics-video, 3 for haptics-audio-video

C 1

Indicates content type of the payload.

Set to 0 if only force co-ordinates are

transmitted, 1 for position and velocity

co-ordinates

A 1

Indicates if adaptive sampling is applied

or not. Set to 1 for adaptive sampling, 0

for haptic loop rate transmission

S 2

Indicates the type of adaptive sampling

employed. Set to 0 for Weber, 1 for

Level crossings. 1-bit is reserved for

other samplers to evolve

T 1

Indicates transmission of threshold in

the packet. Set to 1 if threshold is sent,

else set to 0

Sequence number 16
Identifier of each packet to track lost or

out of order packets

Inter sample time 16

Indicates the inter sample time gap.

Along with the received times, this can

be used to calculate packet delays

Threshold 16

Value of the threshold in percentage. If

set to 0, data is transmitted at the haptic

loop rate

Length of payload 16 Indicates length of the payload

Table 1: HoIP frame description

III. IMPLEMENTATION DETAILS

The features described in the previous sections are im-
plemented in C++. The C++ language is chosen over other
programming languages for our real time application because
of its faster execution in case of multithreaded programs.
The different functionalities of HoIP are handled by multiple
threads. The individual components employed in the protocol
to implement the features of the protocol are described in this
section. Figure 3 shows the high level architecture of HoIP
and its different components are described next.

A. Named pipe

A named pipe, described in [20], is characterized by
First-in-First-out (FIFO) data flow and is well suited for an
application which requires data exchange between two C++
executables in the same system. For simplicity, we used
half-duplex named pipes for sharing data between the haptic
interface (in our case HAPI, discussed in [21], [22]) and
HoIP. Each of the end systems have two pipes, one associated
with sending the samples and the other with receiving the



samples. The usage of named pipes increases the ease with
which HoIP can be employed for haptic communication, since
a minimal modification in the haptic interface code will get
the application working. This feature makes HoIP more plug-
and-play when it comes to integrating HoIP and any haptic
interface.

B. Sender module

The Sender module of HoIP reads samples from the named
pipe, adaptively samples the data, packetizes the perceivable
samples and finally sends the packets to the lower layer.
These operations are managed by multiple threads. The Pipe
Reader Thread keeps track of Sender Pipe, and the moment
the pipe is loaded, this thread reads the sample and loads it
in to the Temporary Queue. The transfer of a sample from
the Sender Pipe to the Temporary Queue is done to make
sure that the only bridge between the haptic interface and
HoIP is not overloaded, which could otherwise result in loss
of data. The Adaptive Sampler Thread keeps monitoring the
Temporary Queue and subjects the samples to the thresholding
test according to the appropriate equation (1) or (2). The
samples, which are predicted to be perceivable, are loaded in
to the Sender Queue, which is monitored by the Packet Sender
Thread that packetizes the sample and sends it to the lower
layer, which is UDP.

Haptic Interface
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Sender
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Pipe

Receiver
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Figure 3 : Architecture of HoIP

C. Receiver module

The Receiver module of HoIP holds the responsibility of
receiving packets from UDP, depacketizing it and loading the
pipe for the Haptic Interface, which is used for rendering.
The Receiver Thread monitors a dedicated socket for packets
intended for the machine in which it is running and loads
the packets in to Receiver Queue. The Depacketizer Thread

extracts the sample by depacketizing the Receiver Queue con-
tents. To ensue in-order delivery of packets, it also checks the
sequence number to determine if a received signal sample is to
be accepted or rejected. If the sample is acceptable, then it is
loaded in to the Extrapolate Queue, which is monitored by the
Extrapolator Thread. This thread implements the extrapolation
based on the queue data and loads the Receiver Pipe with the
predicted values at the haptic sampling rate which is usually
1kHz. The Receiver Pipe is constantly monitored by the Haptic
Interface, which renders the haptic force.

Note: If the data transmission at haptic loop rate is chosen,
then in the Sender module the Adaptive Sampler Thread is
bypassed and the data from the Temporary Queue is directly
packetized. In the receiver module, after the acceptability
check, the data is transferred from the Extrapolate Queue to
the Receiver Pipe.

IV. MEASUREMENTS

A. Experimental Setup

In this section, we describe the experimental set up. The
haptic devices used were the Phantom Omni ([23], [24])
with six degrees of freedom output capability, at both the
ends. HAPI, which is an open source, cross platform haptic
rendering software written in C++ was used. Both end systems,
running on Windows, were connected on a 100Mbps LAN. A
graphically rendered object was displayed at the operating end
system. In order to get them acquainted with the system, the
users were initially asked to explore the virtual environment for
some time. The user holds the stylus of the haptic device for
exploration and the remote collaborator was asked to feel the
force. The thresholds are initially learned through a controlled
experiment as discussed in [13]. Once the user is comfortable
with the system, we begin our experiment of manipulating the
virtual environment. This experiment was conducted 10 times
with different users and the results reported are as shown in
the next section.

B. Delay

The round trip delay of the signal is the sum of all
processing delays and the network delay. Let RTT be the
round trip time, THS be the HoIP sender delay, THR be
the HoIP receiver delay, T be the delay due to lower layers
(namely UDP packetization, IP packetization and data link
layer delay at both sender and receiver), and let D be the
overall network delay. Then the round trip delay is

RTT = 2(THS + THR) + T +D (3)

Figure 4 shows the histogram of the HoIP sender delay. This
includes reading data from the sender pipe, adaptively sam-
pling and packetizing the data, and sending the HoIP packet,
without the network delay. Figure 5 shows the histogram of
the HoIP receiver delay. This includes reception of the packet,
depacketization, checking for the acceptability of the packet,
extrapolating the data and loading the receiver pipe. The above
results show that the maximum HoIP sender delay is 0.45 ms,
and maximum HoIP receiver delay is 0.13 ms. This makes
the maximum round trip time using the Equation (3) to be
1.16+T +D ms. Hence if T +D is below 3.84 ms, then the
target of bringing the overall delay below 5 ms is achieved.



It may also be noted that from Figures 4 and 5 that in both
cases, the delay distributions do not show any sign of a long
tail suggesting that the proposed protocol would rarely deviate
from a predefined QoS if the network delay conditions are
met. Also, the HoIP sender delay is independent of the time
required in learning the sampling parameter of the operator.
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Figure 4 : Histogram of sender processing delay
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Figure 5 : Histogram of receiver processing delay

C. Signal Graphs

Figure 6 shows a comparison of the haptic signal sent over
the network and the reconstructed signal at the operator, using
a level crossings based sampler with a typical level crossings
threshold of 0.22, as discussed in [13], [19], and sample-hold
extrapolator at both ends. Figure 7 shows a comparison of the
haptic signal sent and the reconstructed signal at the operator,
using a Weber sampler with a typical Weber threshold of 0.12,
as discussed in [13], [19], and linear extrapolator at both ends.
For simplicity and clear analysis, one-dimensional signal is
shown. The signals are plotted without adjusting for delay so
that the overall delay is visible. The same haptic rendering
program was run at both ends to test the working of different
components of the protocol.

D. Average packet rate measurements

For measuring the packet rate of HoIP, we chose 5 values
of thresholds, in the typical range, for each of the two samplers
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Figure 6 : Example of a typical sent haptic signal and the corresponding
adaptively thresholded and extrapolated receiver output for a level
crossings threshold of 0.22 and a sample-hold extrapolator
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Figure 7 : Example of a typical sent haptic signal and the corresponding
adaptively thresholded and extrapolated receiver output for a Weber
threshold of 0.12 and a linear extrapolator

and the experiment, described in IV-A, was conducted 5
times, each lasting for 20 seconds. Finally the results for each
threshold were averaged to obtain the average packet rate.
Figures 8 and 9 show the variation of packet rates with the
level crossings and Weber thresholds respectively. For a typical
level crossings threshold of 0.22, the packet rate turns out to be
20 packets/s. For a typical Weber threshold of 0.12, the packet
rate turns out to be 23 packets/s. Compared to the haptic loop
rate of 1000Hz, the packet rate due to adaptive sampling is
much lower.

V. CONCLUSIONS

In this paper, we described HoIP - a simple application
layer protocol using UDP to network haptic devices. HoIP
depends crucially on adaptive samplers and has been designed
to give flexibility to the user by allowing different choices of
samplers and extrapolators. The code is written in C++ and
uses a multi-threaded approach to ensure processing delays
are kept to a minimum. In particular, our delay measurement
experiments indicate that the worst case processing delay in
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Figure 9 : Graph of packet rate vs Weber threshold

one way communication is less than 0.6 ms. We have also
attempted to make HoIP flexible so that it can be made
compatible to some of the future developments. HoIP enables
researcher and developers to setup a networked haptic envi-
ronment in order to study haptic signal transmission over real
world networks. Towards this end, we aim to make our code
available openly to all.

There are several directions for future work. One of
the main directions is performance evaluation and tuning of
sampling parameters to accommodate non-idealities such as
network delay jitter and packet loss. Another direction is devel-
opment of adaptive algorithms to automatically tune sampling
parameters to different users and operating conditions. In a
future version, we also aim to integrate audio and video in to
HoIP, and add support for multiple users.
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