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History

Digi-Cash (David Chaum, 

1989)

• 1st Serious Implementation of 

Digital Currency

• Used “Blind Signature” for 

end user privacy

• Required a central server for 

issuance of currency

• Failed due to inadequate 

adoption of e-commerce 

Source : Bitcoin and Crypto currency technology, Arvind et.al



History

The Long Road To Bitcoin

Source : Bitcoin and Crypto currency technology, Arvind et.al



History

The Core Issue:

Source : https://people.eecs.berkeley.edu/~luca/cs174/byzantine.pdf



History

The Byzantine General’s Problem:
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The Byzantine 

Generals

Problems: 

• Capturing messengers/Failure to 

deliver

• Forging false message by the City

• Dishonest Generals

Goal:

• Reach consensus for attack date and 

time.

• Trusting other generals 

(counterparty risk)



History

Some Bad News:

Source : https://groups.csail.mit.edu/tds/papers/Lynch/jacm85.pdf



Trustnet

The Breakthrough:

Source : https://bitcoin.org/en/



Trustnet

Protocol Outline:

• Consensus Algorithm : Proof of Work (PoW) – 1993

• Hashing Functions : SHA256, RIPEMD160 – 2001/1992

• Merkle Tree – 1979

• Digital Signature : ECDSA – 1985

• Public Key/Private Key Cryptography – 1976

• Blockchain – 1991



-Trustnet-

Hashing Function:

𝐻 𝑖𝑛𝑝𝑢𝑡 = 𝑂𝑢𝑡𝑝𝑢𝑡

X

Characteristics:

• One way function

• Input can be of any Size

• Output is unique but evenly distributed

• Brute force to obtain input from output

SHA256 (‘I Love Bitcoin1’) = 603c2c0fd8b4ab95cbd8332267a3ad1ec8a3c24d6cc62a33e64c346171db898f

SHA256 (‘I Love Bitcoin2’) = 7eb9d3b4b24800dfe83f2d1145e023bfed676f3cc4e3124116b6037c7094579a



Trustnet

Anatomy of a Block:

Body of Block 

DATA TO ACHIEVE 

CONSENSUS

Source : Bitcoin and Crypto 

currency technology, Arvind et.al



Trustnet

Mining:

Objective:

• Hash (Block Data||nonce) = Output with 1st n bits 0 (Difficulty 

Target)

• Iterate nonce until the above condition is satisfied

• If successful, claim block reward

Source : Bitcoin and Crypto currency technology, Arvind et.al



-Trustnet-

Mining:

Source : https://blockchain.info/



Source : https://www.genesis-mining.com/



Trustnet

Consensus Algorithm:

“Mine on top of the chain containing highest cumulative difficulty”

• Mining propagates the chain in time. 

• Two blocks on same parents, due to network latency

• Natural forking 

• Dispute eventually settles by consensus algorithm

• Local convergence occurs 
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Trustnet

Some Design Parameter:

Generation Depth:

• Probability of fork decreases with depth 

• Boundary depends on practical threshold

• In Bitcoin Blockchain – Generation Depth – 6 Blocks  

Block Generation Period:

• Dictates amount of fork in generation part

• Statistical average maintained at – 10 minutes 
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Trustnet

Some Design Parameter:
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Source : Bitcoin and Crypto currency technology, Arvind et.al



Trustnet

Some Design Parameter:

Coin Issuance:

• Coinbase Transaction - To claim block reward 

• New Bitcoin introduced into circulation  

• Block Reward halves after every 210,000 blocks mined (around 4 years)

• Issuance rate decreases with time

• Practically feasible deflationary currency

• Total circulation will asymptotically reach 21 million around year 2140

• Bitcoin mining reward at present is 12.50 BTC



Trustnet

Some Design Parameter:

Source : Bitcoin and Crypto currency technology, Arvind et.al



Trustnet

Tampering:

• Change propagates to present block

• To successfully tamper nth block :

a) Recalculate all the nonce (from n to present)

b) Perform faster than rest of network

• Difficulty increases linearly with depth.

• Security increases exponentially with n.  

• Bitcoin - 6 block confirmation 
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Trustnet

51% Attack:

• 51% miner can outrun remaining 49%

• Can successfully win consensus 

• This results into a Hard Fork 

• Entire chain gets divided in two parts along with all network elements
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Crypto Anarchy Movement

Crypto Anarchism:

• Use of mathematics to solve politics

• Crypto Anarchist manifesto – Timothy C. May, September 1992, Silicon 

Valley.   

Cypher-Punk Movement:

• Movement of active cryptographic development 

• Research Peaked in mid 90s

• A Cypherpunk’s Manifesto – Eric Hughes, March 1993.

“Cypherpunks write code” 



Nature as Anarchist

Anarchy:

• Greek Origin 

• “A state of absence of governments”

• “To have Rules without Rulers”

• “Order from apparent Chaos”

Mother nature is inherently anarchic



Nature as Anarchist
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Bitcoin and Anarchy

“The biggest misunderstanding people have with Bitcoin is, they think its about money.” 

- Andreas M. Antonopoulos (2017)

• Network effect seeded into an algorithm

• Robust, reliable, security algorithm that simulates anarchy

• Technological, Economic, Political and Social instrument



Bitcoin and Anarchy

Source : 

https://courses.lumenlearning.co

m/biology2xmaster/chapter/huma

n-population-growth/

Source : https://blockchain.info/



Bitcoin and Anarchy

References/further study:

• Bitcoin and Crypto Currency Technology, Arvind et.al, Princeton University press.

• Mastering Bitcoin, Andreas M Antonopoulous, Github.

• Internet of Money, Vol I & II, Andreas M Antonopoulous, Github.

Resourceful Websites:

• http://nakamotoinstitute.org/

• https://bitcoin.org/en/

• https://en.bitcoin.it/wiki/Main_Page

http://nakamotoinstitute.org/
https://bitcoin.org/en/
https://en.bitcoin.it/wiki/Main_Page


“Study hard what interests you the most in the most undisciplined, irreverent and 

original manner possible.”

- Richard P. Feynman
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