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Monero Ring Signatures

¢ Transaction outputs store coins in one-time addresses

e Spending from a one-time address done via a ring signature over
many one-time addresses
e Spender chooses random one-time addresses from the blockchain
o Creates a ring signature with the one-time address private key
e Observers know that coins in one of the addresses were spent
o To prevent double spending, linkable ring signatures needed

¢ Two linkable ring signatures created using same private key can be
identified



Linkable Spontaneous Anonymous Group Signatures

Consider an elliptic curve group E with cardinality L and base point G
Letx; € ZF,i = 0,1,...,n— 1 be private keys with public keys P; = x;G
Suppose a signer knows only x; and not any of x; for i # j

The key image corresponding to P; is | = x;Hp(P;)

For a given message m, the signer generates the LSAG signature as follows:
1. Picks a, s}, i # j randomly from Z;
2. Computes L; = aG, R; = aHp(P)), and ¢jy1 = Hs(m, L;, R))
3. Increasing j modulo n, computes
Lit1=8i11G+ Gt1Pj
Riv1 = Sjy1Ho(Pjs1) + Gyl
Cire = Hs(m, Lj11, Riy1)

Lj_1 =51 G+ Cji—1 P/'_1
Ri_1 = 8j_1Hp(Pj—1) + ¢_11
¢ = Hs(m, L;_1,Rj_+)
4. Computes s; = a — ¢jX; = Lj = 5;G + ¢;P;, R = sjHp(P;) + ¢l
5. The ring signature is o = (/, ¢y, So, S1, - - -, Sn—1)
e Verifier computes L;, R;, remaining ¢;’s, and checks that Hs(m, L,—1, Rp—1) = o
e Signatures with duplicate key images / will be rejected



LSAG Structure

« Rationale for choice of key image / = x;Hp(P;)
o By collision resistance of Hp, / is unique for a given P;
¢ [ does not reveal P; as x; is unknown to observers
e Discrete log of Hy(P;) is unknown

o Comparison with regular ring signature calculation

Liv1 = 841G+ Gy1Pjyq Liv1 = 8j4+1G+ G411 Py
Rit1 = 8j+1Hp(Py1) + Gl
Cj+2 = Hs(m, L1, Rj11) Cj+2 = Hs(m, Lj11)
Li1=s-1G+ ¢j-1Pj_ Li1=s8-1G+ ¢—1Pj_1
Rt = 5t Hp(Pr-1) + Gt/

G = Hs(m, Lj—1, Rj—1) ¢ = Hs(m, Lj_1)

 Rationale for the calculation ¢; = Hs(m, Lj_1, Rj_1)
e ¢'s should depend on /
¢ Using something like ¢; = Hs(m, L;_1, I) will not guarantee
linkability



Multilayered LSAG Signatures

Consider a transaction which unlocks funds in m one-time
addresses

e Each LSAG signature is of the form o = (/, ¢y, So, S1, .-, Sn—1)
where nis the ring size
e m LSAG signatures will take space O(m(n + 2))

MLSAG signatures occupy space O(m(n+ 1))
MLSAG signatures are ring signatures over a set of n key-vectors
Consider an m x n matrix of public keys

P(‘) P1‘ PJT ,D;_1
F’S ,D12 P;a; ,ng
,Dén PP ... PT ... Pm

where the signer knows x/ such that PL. = x/ Gforj=1,2,...,m

An MLSAG signature scheme is linkable if usage of the same
private key to create two signatures can be detected
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MLSAG Signature Generation

e For a given message m, the signer generates the MLSAG
signature as follows
1. Plck3a7T and s randomly from Z, forj=1,...,mandi=1,...,ni#«
2. Computes Ly = oG, Ri = alHy(PY), | = wap(Pf) and
Crt1 = Hs (m: Llrv R;—: SRR L;-nv R;Tn)
3. Increasing = modulo n, computes

R
L7'r+1 - 7'r+1 G+ Cr+1 P7r+1

R7i+1 = S71'+1 HP(Pw+1) + Critly

1 m m
Cri2 =Hs (m, Loy Rl LTy, R7r+1)

Ll =s! ,G+c, 4P,
Rl =8/ \Hp(P! )+ caotl;

T—1
1
Cr :Hs (m7L7r 17R7r—17""L$—1’R7T—1)

4. Signer computes s,r = aﬂ - c77x7r mod L
5. The ring signature is

o=(h,...,ImCo,8},...,85,81,...,87,8]_{,...,8" )



Deanonymization using Commitments

Consider a confidential transaction which has two inputs and two outputs
Suppose the sender uses a ring of size 5

1 1 1 1 1
Py Pl P, P P4]

P2 P2 P2 P2 P2

Public key matrix = {
0

and knows private keys for P}, P2
Let input commitments be

(Cn)y (Ci)} (Ci)i (Ci)} (Cin)y
[(Cm)é‘ (Cn)2  (Cin)3 (Cin)3 (C/n)?j
Let output commitments be (Cout)', (Cout)? and fees be f
Observer can identify the sender column by checking for each k = 0,1,2, 3,4 if
(Cin)k + (Cin)z = (Cou)" + (Cout)? + H

We need to prove that the commitments in a column add up without revealing the
column



Monero RingCT

Previously, to ensure (Ciy)L + (Cin)2 = (Cout)' + (Cout)? + fH, blinding factors
need to be balanced

(Xin);— + (Xin)721— = (Xout‘)1 + (Xout)2

Balancing needed only for third party verification of transactions

For anonymization, we can set (X))} + (Xin)2 = (Xout)' + (Xout)? + z and
communicate z to receiver using the shared secret

How to enable third party verification?
Solution: MLSAG using following public key matrix

P Pl P} P P}
P2 P2 P2 P2 P2
21‘2:1 (Cin)jo - 21221 (Cout)j - U 212:1 (Cin)ig - 21'2:1 (Cout)j -

A signature verifiable using a public key in the last row implies knowledge of
corresponding z
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