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1. Consider the Pinocchio SNARK construction with common reference string (CRS) generated as
follows:

e Let [m] = {1,2,...,m}. Indices {1,2,..., N} are for IO-related variables while Z,,,4 = {N +
1,...,m} are indices of non-IO-related variables

o Choose 1y, T, S, Qty, Qy, Oy, B, 7Y ﬁ F* and set ry = ryTw, go = 9™, 9w = ¢"*, and g, = g"v
e Evaluation key

— Generate {g:jk(S)}kEImid’ {g}UUk(S)}kEImiw {ggk(S)}k?eImid
— Generate {g?”vk(s)}kezmm, {ggwwk(s)}kezmd, {g;yyk(s)}kezmd

— Generate {gsi}ie[d]7 {gf”k(S)ggwk(S)géﬁyk(s)}
k€L mia

e Verification key
— Generate {g0*“ Yreroyumvy {06 Yeeoyums {007 Teeroyuim)
— Generate g%v, g%v, g%, g7, 9“7 gzt/(s)

(a) [5 points] What is the need for the scalars r,,r, and corresponding bases g,,g,? In
other words, what will go wrong if we use the following CRS generation, proof generation, and
proof verification procedures?

Modified CRS Generation Procedure
o Let [m] = {1,2,...,m}. Indices {1,2,...,N} are for IO-related variables while Z,,,q =
{N +1,...,m} are indices of non-IO-related variables
e Choose s, ay, Qy, 0y, B,y & p
e Evaluation key
— Generate {gvk(S)}keImid7 {gwk(S)}kEImid7 {gyk(S)}kEImid
— Generate {g%"*®) }rez,,.0s {97 b heznins {97 e
~ Generate {g*' }ic(a), {g?*@)gPur)ghu)}
e Verification key
— Generate {g"*()} e 030y {9 Yooy {9 breoyui
— Generate g®v, g%, g%, g7, %7, g*(®)

mid

Modified Proof Generation Procedure

e For

Umia() = D apvr(@), wmia(@) = Y apwp(x), Ymialz) = Y ayk(z)

k€L mia k€ZLmid k€ZLmid

_ (vo(2)+vio(2) +Umia (@) (wo (%) +Wio (2) +Wmid () = (yo (2) +¥io (2) +ymida(z))
t(z

the prover computes h(x)
and outputs the proof 7 as

T = (gvv"“‘d7 ngid’ gymid , gH’ gv7nid7 gvvnn'd7 gYm.id’ gz)
_ (gvm,id(5)7gwm,id(5)’ gynmd(s), gh(s), gavvm,m(8)7gawwmm(8)’ gayy”m,id,(s)’ gﬁvmm(S)+mem(5)+6ymm(8)>

Modified Proof Verification Procedure

e Verifier computes g¥ie(s) = er[N] (g”"’(s))ak and similarly g®(®), g¥°() and checks divis-
ibility

e <gvo(8) gUio(8) gVmia_guwo(s) gwio(s) gwmd> —e (gt@’ gH> e <gyo(5) gUio(s) gYmia g)
e Verifier checks the v;;4(8), Wmid(s), Ymid(s) are the correct linear combinations by checking

e (gv’/"“,g) =e(gVmi,g*), e (gW’/"”, g) =e(g"Wmi g*), e (gy';”%g) = e (g™, g")



e Verifier checks that the same variables a; were used in all three linear combinations vy,;a(8), Wmid(s), Ymid(s)
by checking

e (gZ7 gv) —e (gvmidimidemid7 gB“/)

Hint: The vi(z), wk(x) are interpolation polynomials which are derived from the arithmetic
circuit structure. It can happen that vi(x) = wi(x) for some k € {1,2,...,m}. Then for this
k, we have

gakvk(s)gakwk(s) _ g(akJrl)vk(s)g(ak,fl)wk(s)'

Since for |F| > 2 we have ar, + 1 # ay, — 1, the coefficients of vi(s) and wy(s) will be different
in a proof which will pass the modified verification procedure. Think about how introducing
different bases g, and g, prevents this problem, i.e. why can’t a prover modify a valid proof
having equal coefficients for a given index k into a proof with unequal coefficients which still
passes the verification procedure.

(b) [5 points] In the Pinocchio SNARK proof generation, for

Umia() = D apop(@), wmia(z) = Y agwp(z), Ymialx) = Y aryr(z)

k€L i k€ZLmid k€ZLmid

(vo (%) +vio () +vmia(®)) (wo (%) +Wio () +Wmid (%)) — (Yo (%) +Yio () +Ymia(x))

the prover computes h(z) = (@)

and outputs the proof 7 as
| Vimia Wmia Ymia H Viia -Wihia Ymia o2
W—(g fgrm g g, gt gt mid, gimid, g )

)

_ (g;l})m,id,(s)’ ggmid(s),ggm,id(5)7gh(5)7g3vvm,id(5) ggww7md(5)7g;zyymd(8) ggvrn,id(S)ggwm,id(s)ggym,id(s))

3

Explain the reason for introducing the scalar v and group elements ¢, ¢”" in the
CRS for checking the following condition in the proof verification procedure

e (gZ’ gv) —e (ngtdimid,gYmm’ 957)

instead of including group element ¢” in the CRS and checking

Vimid

ngidemid’ gﬁ) )

e(9”.9)=ely
In other words, what will go wrong if we use the second check (after including g® in the CRS)

instead of the first check in the Pinocchio SNARK verification procedure?

Hint:  Refer to slides 15 to 17 of the zkSNARKs slide deck https: //uwuww. ee. 11tb. ac.
in/ ~sarva/ courses/EE{65/2019/ slides/ zkSNARKs . pdf| for the Pinocchio SNARK proof
generation and verification procedures.

Ideally, the wverifier wants the prover to create vyia(x) to be of the form 37, ;- axvi(z),
i.€. Umia(x) should only be a linear combination of the vy (x) polynomials where k € Zpiq. This
requirement is partially enforced by the check

e (gv’;“'% g) = e (g"m, ")

Howewver, since the CRS contains the terms g, g** in addition to {gg’“(s)}kezmd, {gﬁ““’“(s)}kezmd
the above check only restricts gV™i¢ and g¥mia to be of the form

| (g;}km)“k

k€ZLmia

‘ a V(S ak
g = (g™ T (90v+)

k€Zmia

for some scalars a and {ay }rez

mid *


https://www.ee.iitb.ac.in/~sarva/courses/EE465/2019/slides/zkSNARKs.pdf
https://www.ee.iitb.ac.in/~sarva/courses/EE465/2019/slides/zkSNARKs.pdf

Think about how the presence of ¢° in the CRS allows the creation of a g% which can pass the
check

Vinid

e(g9”,g) = e (g"miagmisg¥mia, %)

for gVmia = gagUX:kEInLid akv’“(s).

Then think about how replacing ¢° in the CRS with the pair g7, g?Y and checking the condition
e (gZ7 g'Y) —e (gvmidinLidemid’ gﬁ’)’)

prevents the creation of a g2 which can pass this check.



