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1. Consider the Pinocchio SNARK construction with common reference string (CRS) generated as
follows:

• Let [m] = {1, 2, . . . ,m}. Indices {1, 2, . . . , N} are for IO-related variables while Imid = {N +
1, . . . ,m} are indices of non-IO-related variables

• Choose rv, rw, s, αv, αw, αy, β, γ
$←− F∗ and set ry = rvrw, gv = grv , gw = grw , and gy = gry

• Evaluation key

– Generate {gvk(s)v }k∈Imid
, {gwk(s)

w }k∈Imid
, {gyk(s)y }k∈Imid

– Generate {gαvvk(s)
v }k∈Imid

, {gαwwk(s)
w }k∈Imid

, {gαyyk(s)
y }k∈Imid

– Generate {gsi}i∈[d],
{
g
βvk(s)
v g

βwk(s)
w g

βyk(s)
y

}
k∈Imid

• Verification key

– Generate {gvk(s)v }k∈{0}∪[N ], {g
wk(s)
w }k∈{0}∪[N ], {g

yk(s)
y }k∈{0}∪[N ]

– Generate gαv , gαw , gαy , gγ , gβγ , g
t(s)
y

(a) [5 points] What is the need for the scalars rv, rw and corresponding bases gv, gw? In
other words, what will go wrong if we use the following CRS generation, proof generation, and
proof verification procedures?

Modified CRS Generation Procedure

• Let [m] = {1, 2, . . . ,m}. Indices {1, 2, . . . , N} are for IO-related variables while Imid =
{N + 1, . . . ,m} are indices of non-IO-related variables

• Choose s, αv, αw, αy, β, γ
$←− F∗

• Evaluation key

– Generate {gvk(s)}k∈Imid
, {gwk(s)}k∈Imid

, {gyk(s)}k∈Imid

– Generate {gαvvk(s)}k∈Imid
, {gαwwk(s)}k∈Imid

, {gαyyk(s)}k∈Imid

– Generate {gsi}i∈[d],
{
gβvk(s)gβwk(s)gβyk(s)

}
k∈Imid

• Verification key

– Generate {gvk(s)}k∈{0}∪[N ], {gwk(s)}k∈{0}∪[N ], {gyk(s)}k∈{0}∪[N ]

– Generate gαv , gαw , gαy , gγ , gβγ , gt(s)

Modified Proof Generation Procedure

• For

vmid(x) =
∑

k∈Imid

akvk(x), wmid(x) =
∑

k∈Imid

akwk(x), ymid(x) =
∑

k∈Imid

akyk(x)

the prover computes h(x) = (v0(x)+vio(x)+vmid(x))·(w0(x)+wio(x)+wmid(x))−(y0(x)+yio(x)+ymid(x))
t(x)

and outputs the proof π as

π =
(
gVmid , gWmid , gYmid , gH , gV

′
mid , gW

′
mid , gY

′
mid , gZ

)
=
(
gvmid(s), gwmid(s), gymid(s), gh(s), gαvvmid(s), gαwwmid(s), gαyymid(s), gβvmid(s)+βwmid(s)+βymid(s)

)
Modified Proof Verification Procedure

• Verifier computes gvio(s) =
∏
k∈[N ]

(
gvk(s)

)ak
and similarly gwio(s), gyio(s) and checks divis-

ibility

e
(
gv0(s)gvio(s)gVmid , gw0(s)gwio(s)gWmid

)
= e

(
gt(s), gH

)
e
(
gy0(s)gyio(s)gYmid , g

)
• Verifier checks the vmid(s), wmid(s), ymid(s) are the correct linear combinations by checking

e
(
gV

′
mid , g

)
= e

(
gVmid , gαv

)
, e

(
gW

′
mid , g

)
= e

(
gWmid , gαw

)
, e

(
gY

′
mid , g

)
= e

(
gYmid , gαy

)



• Verifier checks that the same variables ai were used in all three linear combinations vmid(s), wmid(s), ymid(s)
by checking

e
(
gZ , gγ

)
= e

(
gVmidgWmidgYmid , gβγ

)
Hint: The vk(x), wk(x) are interpolation polynomials which are derived from the arithmetic
circuit structure. It can happen that vk(x) = wk(x) for some k ∈ {1, 2, . . . ,m}. Then for this
k, we have

gakvk(s)gakwk(s) = g(ak+1)vk(s)g(ak−1)wk(s).

Since for |F| > 2 we have ak + 1 6= ak − 1, the coefficients of vk(s) and wk(s) will be different
in a proof which will pass the modified verification procedure. Think about how introducing
different bases gv and gw prevents this problem, i.e. why can’t a prover modify a valid proof
having equal coefficients for a given index k into a proof with unequal coefficients which still
passes the verification procedure.

(b) [5 points] In the Pinocchio SNARK proof generation, for

vmid(x) =
∑

k∈Imid

akvk(x), wmid(x) =
∑

k∈Imid

akwk(x), ymid(x) =
∑

k∈Imid

akyk(x)

the prover computes h(x) = (v0(x)+vio(x)+vmid(x))·(w0(x)+wio(x)+wmid(x))−(y0(x)+yio(x)+ymid(x))
t(x)

and outputs the proof π as

π =
(
gVmid , gWmid , gYmid , gH , gV

′
mid , gW

′
mid , gY

′
mid , gZ

)
=
(
gvmid(s)
v , gwmid(s)

w , gymid(s)
y , gh(s), gαvvmid(s)

v , gαwwmid(s)
w , gαyymid(s)

y , gβvmid(s)
v gβwmid(s)

w gβymid(s)
y

)
Explain the reason for introducing the scalar γ and group elements gγ , gβγ in the
CRS for checking the following condition in the proof verification procedure

e
(
gZ , gγ

)
= e

(
gVmidgWmidgYmid , gβγ

)
instead of including group element gβ in the CRS and checking

e
(
gZ , g

)
= e

(
gVmidgWmidgYmid , gβ

)
.

In other words, what will go wrong if we use the second check (after including gβ in the CRS)
instead of the first check in the Pinocchio SNARK verification procedure?

Hint: Refer to slides 15 to 17 of the zkSNARKs slide deck https: // www. ee. iitb. ac.

in/ ~ sarva/ courses/ EE465/ 2019/ slides/ zkSNARKs. pdf for the Pinocchio SNARK proof
generation and verification procedures.

Ideally, the verifier wants the prover to create vmid(x) to be of the form
∑
k∈Imid

akvk(x),
i.e. vmid(x) should only be a linear combination of the vk(x) polynomials where k ∈ Imid. This
requirement is partially enforced by the check

e
(
gV

′
mid , g

)
= e

(
gVmid , gαv

)
.

However, since the CRS contains the terms g, gαv in addition to {gvk(s)v }k∈Imid
, {gαvvk(s)

v }k∈Imid

the above check only restricts gVmid and gV
′
mid to be of the form

gVmid = ga
∏

k∈Imid

(
gvk(s)v

)ak
gV

′
mid = (gαv )

a
∏

k∈Imid

(
gαvvk(s)
v

)ak
for some scalars a and {ak}k∈Imid

.

https://www.ee.iitb.ac.in/~sarva/courses/EE465/2019/slides/zkSNARKs.pdf
https://www.ee.iitb.ac.in/~sarva/courses/EE465/2019/slides/zkSNARKs.pdf


Think about how the presence of gβ in the CRS allows the creation of a gZ which can pass the
check

e
(
gZ , g

)
= e

(
gVmidgWmidgYmid , gβ

)
for gVmid = gag

∑
k∈Imid

akvk(s)
v .

Then think about how replacing gβ in the CRS with the pair gγ , gβγ and checking the condition

e
(
gZ , gγ

)
= e

(
gVmidgWmidgYmid , gβγ

)
prevents the creation of a gZ which can pass this check.


