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1. [5 points] Let p = rq + 1 where p, q are primes. Then prove that

G =
{
hr mod p | h ∈ Z∗

p

}
is a subgroup of Z∗

p of order q.

2. [5 points] Consider the group G given in the previous question. Suppose there exists
a non-identity element h ∈ Z∗

p such that hq = 1 mod p. Prove that h is a generator
of G. Hint: You can use the fact that Z∗

p is cyclic without proof.

3. [5 points] Suppose an RSA encryption scheme has public key ⟨N, e⟩ = ⟨2537, 13⟩.
Find the decryption exponent d.

4. [5 points] Prove that the El Gamal encryption scheme is not CCA-secure.


