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1. [5 points] Solve the following system of congruences using the Chinese remainder
theorem. Show your steps and reduce your answer to an element in Zr46130.

xr =2 mod 11,
xr = 3 mod 14,
r =4 mod 15,
r =5 mod 17,
x = 6 mod 19.

2. Alice is using the plain RSA signature scheme with public key (143,7).
(a) [2 points] What is Alice’s private key?

(b) [3 points] What is the plain RSA signature corresponding to the message m = 27
Reduce your answer to an integer in the set {0, 1,...,142}.

Hint: Let p1, ps be relatively prime positive integers. Then the unique solution modulo M = p;ps
of the system of congruences

r = a; mod py

T = as mod po
is given by © = a1 Myy1 + as Moy, mod M where M; = % and M;y; = 1 mod p; for i =1, 2.
3. [5 points| Find the four square roots of 267 in Zj;45. Show your steps and express

the square roots as integers in the range {1,2,...,1332}.

Hint: Note that 1333 = 31 x 43. Suppose N = pq where ged(p,q) = 1 and p,q¢ > 1. Let
X,Y be integers such that Xp + Yq = 1. Consider the mapping f : Zn +— Z, x Z4 given by
f(z) = (z mod p,z mod q). Then the preimage of (a,b) € Z; x Z; under f is given by z =
aYq+ bXpmod N.

4. [5 points| For prime p > 2 and x € Z;, the Jacobi symbol of x modulo p is given by

1 it v € OR,,
j”(@_{—l if € ON'R,,.

In the above definition, the sets QR, and QNR, correspond to quadratic residues
and quadratic non-residues modulo p, respectively. Prove the following.

(a) The only square roots of 1 in Z, are +1 and —1.

(b) Jp(x) = 2% mod p

Hint: You can assume that Z; is cyclic without proof.

5. In the coin-flipping over telephone protocol, Alice sends the integer N = 84281 to
Bob. Bob picks x = 300 and sends a = 22 mod N = 5719 to Alice.

(a) [3 points] After receiving a from Bob, suppose Alice sends z = 4365. Who wins
in the protocol? Explain your answer.

(b) [2 points] What are the other three values which Alice can send as z in the
protocol? Specify numerical values in Zy.



6. Let N = pq where p and ¢ are distinct odd primes. Suppose the public key in the
Goldwasser-Micali encryption scheme is (N, z) where z is a quadratic non-residue
modulo N with Jacobi symbol +1, i.e. z € QN'R}'. The private key is the factor-
ization of N.

(a) [2 points| Describe the encryption and decryption procedures of the Goldwasser-
Micali encryption scheme for a message space M = {0, 1}" where n > 1.

(b) [3 points] Prove that the Goldwasser-Micali encryption scheme is not CCA-
secure.
Note 1: The CCA indistinguishability erperiment PubK$3;(n) where Il = (Gen, Enc,Dec) is de-
scribed below.
1. A key pair (pk, sk) is generated by running Gen(1™).

2. The adversary A is given pk and access to a decryption oracle Decg(+). It outputs a pair of
messages mg, mi € My, of the same length.

3. A uniform bit b € {0,1} is chosen. Ciphertext ¢ <— Ency(m;) is computed and given to A. ¢
is called the challenge ciphertext.

4. The adversary A continues to have oracle access to Dec(+), but is not allowed to query the
oracle on the challenge ciphertext itself. Eventually, A outputs a bit &'.

5. The output of the experiment is defined to be 1 if & = b, and 0 otherwise. If output is 1, we
say that A succeeds.

Note 2: A public-key encryption scheme II = (Gen, Enc, Dec) has indistinguishable encryptions
under a chosen-ciphertext attack, or is CCA-secure, if for all probabilistic polynomial-time
adversaries A there is a negligible function negl such that, for all n,

+ negl(n).

DN | =

Pr [PubKt;(n) = 1] <

7. Bob is applying to become a pilot. He has to prove that he is not color-blind, i.e.
he has to prove that he can distinguish between colors. For simplicity, let us assume
that he only needs to prove that he can distinguish between the colors RED and
BLUE. Alice has two pens which have the same shape and differ only in their color.
One is RED in color and the other is BLUE in color.

(a) [3 points|] Design an interactive protocol which can be used by Bob to prove to
Alice that he is not color-blind.

(b) [2 points] Analyze your protocol and show that it satisfies the definition of an
interactive proof system for the statement that Bob can distinguish between
RED and BLUE.

Note: Let ¢, s : N — R be functions satisfying c(n) > s(n) + -1~

e for some polynomial p(-).

A pair of interactive machines (P, V) is called an interactive proof system for a language L if
V is PPT and the following conditions hold:
e Completeness: For every x € L, we have Pr[(P,V)(z) = 1] > ¢(|z])

e Soundness: For every x ¢ L and every interactive machine B, we have Pr[(B,V)(x) =1] <

s(|z])



8. [5 points] Prove that the El Gamal encryption scheme is CPA-secure if the decisional
Diffie-Hellman (DDH) problem is hard relative to a cyclic group generation algorithm
g.

Note 1: Let G be a cyclic group generation algorithm that on input 1" outputs a triple (G, g, g)
where G is a cyclic group of prime order ¢ having generator g.

We say the DDH problem is hard relative to G if for all PPT algorithms .4 there exists a
negligible function negl such that

Pr[A(G,q,9,9%,9Y,97) = 1] = Pr[A(G,q,9,9",9%, ") = 1]| < negl(n)

where x,y, 2 € Zq are uniformly chosen
Note 2: The El Gamal encryption scheme is a triple of PPT algorithms (Gen, Enc, Dec) along with

a cyclic group generation algorithm G.

e Gen: Run G(1™) to get (G, q,¢g) where G is a cyclic group of prime order ¢ having generator g.
Choose a uniform = € Z, and compute h := ¢g*. The public key is (G, ¢, g, h) and the private
key is (G, q, g, z). The message space is G.

e Enc: For public key pk = (G, ¢, g, h) and message m € G, choose a uniform y € Z,. Output
the ciphertext as (g¥, h¥ - m)

e Dec: For private key pk = (G, ¢, g,x) and ciphertext (c1, ca), output m = co - ¢ *.
Note 3: The eavesdropping indistinguishability experiment Pubej‘"’H(n) where II = (Gen, Enc, Dec)
is described below.

1. A key pair (pk, sk) is generated by running Gen(1™).

2. The adversary A is given pk. It outputs a pair of messages mg, m; € My, of the same length.

3. A uniform bit b € {0,1} is chosen. Ciphertext ¢ < Ency(my) is computed and given to A. ¢
is called the challenge ciphertext.

4. The output of the experiment is defined to be 1 if ¥ = b, and 0 otherwise. If output is 1, we
say that A succeeds.

Note 4: A public-key encryption scheme II = (Gen, Enc, Dec) has indistinguishable encryptions
in the presence of an eavesdropper, or is EAV-secure, if for all probabilistic polynomial-time
adversaries A there is a negligible function negl such that, for all n,

+ negl(n).

DN | =

Pr [Pubk%T;(n) = 1] <

Note 5: A public-key encryption scheme which is EAV-secure is also CPA-secure since the adversary

already has access to an encryption oracle (through the public key).



