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1. [10 points] Let G : {0, 1}n → {0, 1}l(n) be a pseudorandom generator with expansion
factor l(n) > n. Prove or disprove that the following functions are pseudorandom
generators where s ∈ {0, 1}n and si is the ith bit of s. The ∥ denotes the string
concatenation operator.

(a) G1(s) = G(s)∥0.
(b) G2(s) = G(s1, s2, . . . , s|s|−1)∥s|s|.
(c) G3(s) = G(s∥0).

2. [10 points] Let F be a length-preserving pseudorandom function having key length,
input length, and output length all equal to n bits. Consider the following keyed
function F ′ : {0, 1}n × {0, 1}n−1 7→ {0, 1}2n defined as

F ′
k(x) = Fk(0∥x)∥Fk(x∥1).

Prove that the F ′ is not a pseudorandom function. Here F ′
k(x) = F ′(k, x), Fk(y) =

F (k, y), and ∥ is the string concatenation operator.

Note 1: All pseudorandom functions are not necessarily length-preserving. We
defined pseudorandomness for length-preserving functions in class just for the sake
of convenience. See the note below for the definition of pseudorandomness for F ′.

Note 2: F ′ is a pseudorandom function if for any PPT distinguisher D, there is a
negligible function negl such that:∣∣∣Pr [DF ′

k(·)(1n) = 1
]
− Pr

[
Df(·)(1n) = 1

]∣∣∣ ≤ negl(n),

where the first probability is taken over uniform choice of k ∈ {0, 1}n and the random-
ness of D, and the second probability is taken over uniform choice of f ∈ Funcn−1,2n

and the randomness of D. The set Funcn−1,2n is the set of all functions with domain
equal to {0, 1}n−1 and range equal to {0, 1}2n. By DF ′

k(·)(1n) and Df(·)(1n), we mean
distinguishers D who have oracle access to F ′

k and f respectively.


