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Groth16
• In 2016, Jens Groth published a paper titled

On the Size of Pairing-based Non-interactive Arguments
• He described a pairing-based zkSNARK which was more

efficient than previous proposals
• Proof consisted of 3 elliptic curve group elements
• Verification involved checking a single pairing product equation

• Real-world usage
• Tornado Cash
• Filecoin
• Dark Forest

• To use Groth16
• Statement has to expressed as a quadratic arithmetic program
• A trusted setup has to be performed to generate a structured

reference string (SRS)
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Group Theory Recap



Groups

Definition
A set G with a binary operation ⋆ defined on it is called a group if
• the operation ⋆ is closed,
• the operation ⋆ is associative,
• there exists an identity element e ∈ G such that for any a ∈ G

a ⋆ e = e ⋆ a = a,

• for every a ∈ G, there exists an element b ∈ G such that

a ⋆ b = b ⋆ a = e.

Example
• Modulo n addition on Zn = {0,1,2, . . . ,n − 1}

Definition
A group G is said to be abelian if a ⋆ b = b ⋆ a for all a,b ∈ G
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Cyclic Groups

Definition
A finite group is a group with a finite number of elements. The order
of a finite group G is its cardinality.

Definition
A cyclic group is a finite group G such that each element in G
appears in the sequence

{g,g ⋆ g,g ⋆ g ⋆ g, . . .}

for some particular element g ∈ G, which is called a generator of G.
We write G = ⟨g⟩

Example
• For an integer n ≥ 1, Zn = {0,1,2, . . . ,n − 1}

• Operation is addition modulo n
• Zn is cyclic with generator 1
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Elliptic Curves Over Real Numbers



Elliptic Curves over Reals
The set E of real solutions (x , y) of

y2 = x3 + ax + b

along with a “point of infinity” O. Here 4a3 + 27b2 ̸= 0.
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Point Addition (1/3)

P

Q
R′

R

P = (x1, y1),Q = (x2, y2)

x1 ̸= x2

P + Q = R

R = (x3, y3)

x3 =

(
y2 − y1

x2 − x1

)2

− x1 − x2

y3 =

(
y2 − y1

x2 − x1

)
(x1 − x3)− y1
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Point Addition (2/3)

P

Q

O
P = (x1, y1),Q = (x2, y2)

x1 = x2, y1 = −y2

P + Q = O
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Point Addition (3/3)

P

R′

R

P = (x1, y1),Q = (x2, y2)

x1 = x2, y1 = y2 ̸= 0
P + Q = R

R = (x3, y3)

x3 =

(
3x2

1 + a
2y1

)2

− 2x1

y3 =

(
3x2

1 + a
2y1

)
(x1 − x3)− y1
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Elliptic Curves Over Finite Fields



Fields

Definition
A set F together with two binary operations + and ∗ is a field if
• F is an abelian group under + whose identity is called 0
• F ∗ = F \ {0} is an abelian group under ∗ whose identity is called

1
• For any a,b, c ∈ F

a ∗ (b + c) = a ∗ b + a ∗ c

Definition
A finite field is a field with a finite cardinality.
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Prime Fields
• Fp = {0,1,2, . . . ,p − 1} where p is prime
• + and ∗ defined on Fp as

x + y = x + y mod p,
x ∗ y = xy mod p.

• F5

+ 0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 0
2 2 3 4 0 1
3 3 4 0 1 2
4 4 0 1 2 3

∗ 0 1 2 3 4
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 4 1 3
3 0 3 1 4 2
4 0 4 3 2 1

• In fields, division is multiplication by multiplicative inverse

x
y
= x ∗ y−1
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Elliptic Curves over Finite Fields
For char(F ) ̸= 2,3, the set E of solutions (x , y) in F 2 of

y2 = x3 + ax + b

along with a “point of infinity” O. Here 4a3 + 27b2 ̸= 0.
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y2 = x3 + 10x + 2 over F11
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y2 = x3 + 9x over F11
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Point Addition for Finite Field Curves
• Point addition formulas derived for reals are used
• Example: y2 = x3 + 10x + 2 over F11

+ O (3,2) (3,9) (5,1) (5,10) (6,5) (6,6) (8,0)
O O (3,2) (3,9) (5,1) (5,10) (6,5) (6,6) (8,0)

(3,2) (3,2) (6,6) O (6,5) (8,0) (3,9) (5,10) (5,1)
(3,9) (3,9) O (6,5) (8,0) (6,6) (5,1) (3,2) (5,10)
(5,1) (5,1) (6,5) (8,0) (6,6) O (5,10) (3,9) (3,2)
(5,10) (5,10) (8,0) (6,6) O (6,5) (3,2) (5,1) (3,9)
(6,5) (6,5) (3,9) (5,1) (5,10) (3,2) (8,0) O (6,6)
(6,6) (6,6) (5,10) (3,2) (3,9) (5,1) O (8,0) (6,5)
(8,0) (8,0) (5,1) (5,10) (3,2) (3,9) (6,6) (6,5) O

• The set E ∪ O is closed under addition
• In fact, its a group
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Bilinear Pairings
• Let G1,G2 and GT be three cyclic groups of prime order p
• G1,G2 are elliptic curve groups and GT is subgroup of F∗

rn where
r is a prime

• Let G1 = ⟨g⟩ and G2 = ⟨h⟩
• A pairing is a efficient map e : G1 × G2 7→ GT satisfying

1. Bilinearity: ∀α, β ∈ Zp, we have e(gα, hβ) = e(g, h)αβ

2. Non-degeneracy: e(g, h) is not the identity in GT

• Finding discrete logs is assumed to be difficult in all 3 groups
• Pairings enable multiplication of secrets

16 / 34



Non-interactive Linear Proofs for QAPs



Quadratic Arithmetic Programs
• Recall that a quadratic arithmetic program is given by

R =
(
F, l, {ui (X), vi (X),wi (X)}m

i=0 , t(X)
)

where
• F is a finite field
• l is the number of variables expressing the statement, 1 ≤ l ≤ m
• t(X) =

∏n
q=1(X − rq) for r1, r2, . . . , rn in F

• Such a QAP defines a language L with a0 = 1 where
• L is the set of ϕ = (a1, a2, . . . , al ) ∈ Fl such that
• there exists a ψ = (al+1, al+2, . . . , am) ∈ Fm−l satisfying( m∑

i=0

ai ui (X)

)( m∑
i=0

ai vi (X)

)
=

( m∑
i=0

ai wi (X)

)
mod t(X)

• The last equation can be rewritten as( m∑
i=0

ai ui (X)

)( m∑
i=0

ai vi (X)

)
=

( m∑
i=0

ai wi (X)

)
+ h(X)t(X)

for some degree n − 2 quotient polynomial h(X)
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Non-interactive Linear Proofs for QAPs
• (σ, τ )← Setup(R)

Pick α, β, γ, δ, x ← F∗. Set

τ = (α, β, γ, δ, x)

σ =

(
α, β, γ, δ,

{
x i
}n−1

i=0
,

{
βui (x) + αvi (x) + wi (x)

γ

}l

i=0
,

{
βui (x) + αvi (x) + wi (x)

δ

}m

i=l+1
,

{
x i t(x)
δ

}n−2

i=0


• π ← Prove(R,σ, a1, . . . , aM)

Pick r , s ← F and compute a 3× (m + 2n + 4) matrix Π such that
π = Πσ = (A,B,C) where

A = α+
m∑

i=0

ai ui (x) + rδ, B = β +
m∑

i=0

ai vi (x) + sδ

C =

∑m
i=l+1 ai (βui (x) + αvi (x) + wi (x)) + h(x)t(x)

δ
+ As + Br − rsδ

• 0/1← Verify(R,σ, a1, . . . , al ,π): Check if

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ
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Schwartz-Zippel Lemma

Lemma
Let F be a finite field. For any nonzero polynomial f ∈ F[x ] of degree
d

Pr [f (s) = 0] ≤ d
|F|

when s is chosen uniformly from F.

Corollary
For two distinct polynomials f ,g ∈ F[x ]

Pr [f (s) = g(s)] ≤ d
|F|

when s is chosen uniformly from F.
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Soundness of the NILP
• Suppose the prover generated (A,B,C) as Πσ which satisfies

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• We want to show that the prover knows a QAP witness (al+1, . . . , am) for the
statement (a1, . . . , al )

• Recall that

σ =

(
α, β, γ, δ,

{
x i
}n−1

i=0
,

{
βui (x) + αvi (x) + wi (x)

γ

}l

i=0
,

{
βui (x) + αvi (x) + wi (x)

δ

}m

i=l+1
,

{
x i t(x)
δ

}n−2

i=0


• So A is of the form

A = Aαα+ Aββ + Aγγ + Aδδ + A(x) +
l∑

i=0

Ai
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Ai
βui (x) + αvi (x) + wi (x)

δ
+ Ah(x)

t(x)
δ

• B and C have similar forms
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Soundness of the NILP
• We have

A = Aαα+ Aββ + Aγγ + Aδδ + A(x) +
l∑

i=0

Ai
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Ai
βui (x) + αvi (x) + wi (x)

δ
+ Ah(x)

t(x)
δ

B = Bαα+ Bββ + Bγγ + Bδδ + B(x) +
l∑

i=0

Bi
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Bi
βui (x) + αvi (x) + wi (x)

δ
+ Bh(x)

t(x)
δ

• By the Schwartz-Zippel lemma, the coefficients on either side of below equation
should match

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Since there is no α2 on the right, AαBα = 0

• WLOG, let Bα = 0
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Soundness of the NILP
• We have

A = Aαα+ Aββ + Aγγ + Aδδ + . . .

B = Bββ + Bγγ + Bδδ + . . .

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Since the coefficient of αβ is 1 on the right, AαBβ = 1
• Since AB can be written as (AAα) ·

(
BBβ

)
, assume Aα = Bβ = 1

• Since there is no β2 term on the right of AB, we get AβBβ = Aβ = 0
• A and B can be simplified to

A = α+ Aγγ + Aδδ + A(x) +
l∑

i=0

Ai
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Ai
βui (x) + αvi (x) + wi (x)

δ
+ Ah(x)

t(x)
δ

B = β + Bγγ + Bδδ + B(x) +
l∑

i=0

Bi
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Bi
βui (x) + αvi (x) + wi (x)

δ
+ Bh(x)

t(x)
δ
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Soundness of the NILP
• We have

A = α+ Aγγ + Aδδ + A(x) +
l∑

i=0

Ai
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Ai
βui (x) + αvi (x) + wi (x)

δ
+ Ah(x)

t(x)
δ

B = β + Bγγ + Bδδ + B(x) +
l∑

i=0

Bi
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Bi
βui (x) + αvi (x) + wi (x)

δ
+ Bh(x)

t(x)
δ

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Since there is no term involving 1
δ2 on the right of AB, we have m∑

i=l+1

Ai (βui (x) + αvi (x) + wi (x)) + Ah(x)t(x)


·

 m∑
i=l+1

Bi (βui (x) + αvi (x) + wi (x)) + Bh(x)t(x)

 = 0
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Soundness of the NILP
• We have

A = α+ Aγγ + Aδδ + A(x) +
l∑

i=0

Ai
βui (x) + αvi (x) + wi (x)

γ

B = β + Bγγ + Bδδ + B(x) +
l∑

i=0

Bi
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Bi
βui (x) + αvi (x) + wi (x)

δ
+ Bh(x)

t(x)
δ

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Since there is no term involving α
δ

on the right of AB, we have

m∑
i=l+1

Bi (βui (x) + αvi (x) + wi (x)) + Bh(x)t(x) = 0

25 / 34



Soundness of the NILP
• We have

A = α+ Aγγ + Aδδ + A(x) +
l∑

i=0

Ai
βui (x) + αvi (x) + wi (x)

γ

B = β + Bγγ + Bδδ + B(x) +
l∑

i=0

Bi
βui (x) + αvi (x) + wi (x)

γ

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Since there is no term involving 1
γ2 on the right of AB, we have( l∑

i=0

Ai (βui (x) + αvi (x) + wi (x))

)
·
( l∑

i=0

Bi (βui (x) + αvi (x) + wi (x))

)
= 0

• WLOG, assume that
∑l

i=0 Ai (βui (x) + αvi (x) + wi (x)) = 0
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Soundness of the NILP
• We have

A = α+ Aγγ + Aδδ + A(x)

B = β + Bγγ + Bδδ + B(x) +
l∑

i=0

Bi
βui (x) + αvi (x) + wi (x)

γ

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Since there is no term involving α
γ

on the right of AB, we have

l∑
i=0

Bi (βui (x) + αvi (x) + wi (x)) = 0

• Since there is no term involving βγ or αγ on the right of AB, we have Aγ = 0 and
Bγ = 0

• A and B can be simplified to

A = α+ Aδδ + A(x)

B = β + Bδδ + B(x)
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Soundness of the NILP
• We have

A = α+ Aδδ + A(x)

B = β + Bδδ + B(x)

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Recall that

C = Cαα+ Cββ + Cγγ + Cδδ + C(x) +
l∑

i=0

Ci
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Ci
βui (x) + αvi (x) + wi (x)

δ
+ Ch(x)

t(x)
δ

• Equating the terms involving α and β in the verification equation, we get

αB(x) =
l∑

i=0

aiαvi (x) +
m∑

i=l+1

Ciαvi (x)

βA(x) =
l∑

i=0

aiβui (x) +
m∑

i=l+1

Ciβui (x)

28 / 34



Soundness of the NILP
• We have

B(x) =
l∑

i=0

ai vi (x) +
m∑

i=l+1

Ci vi (x)

A(x) =
l∑

i=0

ai ui (x) +
m∑

i=l+1

Ci ui (x)

• Defining ai = Ci for i = l + 1, . . . ,m we have

A(x) =
m∑

i=0

ai ui (x), B(x) =
m∑

i=0

ai vi (x)
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Soundness of the NILP
• We have

A = α+ Aδδ +
m∑

i=0

ai ui (x)

B = β + Bδδ +
m∑

i=0

ai vi (x)

A · B = α · β +

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

γ
· γ + C · δ

• Recall that

C = Cαα+ Cββ + Cγγ + Cδδ + C(x) +
l∑

i=0

Ci
βui (x) + αvi (x) + wi (x)

γ

m∑
i=l+1

Ci
βui (x) + αvi (x) + wi (x)

δ
+ Ch(x)

t(x)
δ

• Equating the terms in the verification equation involving only powers of x in( m∑
i=0

ai ui (x)

)( m∑
i=0

ai vi (x)

)
=

m∑
i=0

ai wi (x) + Ch(x)t(x)

• This shows that (al+1, . . . , am) is a witness for the statement (a1, . . . , al )
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Enforcing a Linear Prover
• Suppose we have an elliptic curve pairing e : G1 × G2 → GT

• Let G1 = ⟨g⟩ and G2 = ⟨h⟩ both having order p
• For α ∈ Zp , let [α]1 = gα and [α]2 = hα

• (σ, τ )← Setup(R)

Pick α, β, γ, δ, x ← Z∗
p . Set

τ = (α, β, γ, δ, x)

σ = ([σ1]1, [σ2]2)

where

σ1 =

(
α, β, γ, δ,

{
x i
}n−1

i=0
,

{
βui (x) + αvi (x) + wi (x)

γ

}l

i=0
,

{
βui (x) + αvi (x) + wi (x)

δ

}m

i=l+1
,

{
x i t(x)
δ

}n−2

i=0


σ2 =

(
β, γ, δ,

{
x i
}n−1

i=0

)
• The prover is given only σ

• He can only compute linear combinations of the exponents
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Proof Generation and Verification
• π ← Prove(R,σ, a1, . . . , aM)

Pick r , s ← Zp and compute ([A]1, [B]2, [C]1) where

A = α+
m∑

i=0

ai ui (x) + rδ, B = β +
m∑

i=0

ai vi (x) + sδ

C =

∑m
i=l+1 ai (βui (x) + αvi (x) + wi (x)) + h(x)t(x)

δ
+ As + Br − rsδ

• 0/1← Verify(R,σ, a1, . . . , al ,π): Check if
Use the pairing e : G1 × G2 → GT to check that

e([A]1, [B]2) =e([α]1, [β]2) · e
([∑l

i=0 ai (βui (x) + αvi (x) + wi (x))
γ

]
1

, [γ]2

)
· e([C]1, [δ]2)
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Zero-Knowledge
• Recall that the setup involved picking α, β, γ, δ, x ← Z∗

p and setting

τ = (α, β, γ, δ, x)

• This τ is the simulation trapdoor

• The simulator does the following
• Pick A,B ← Zp
• Compute

C =
AB − αβ −

∑l
i=0 ai (βui (x) + αvi (x) + wi (x))

δ

• Compute the simulated proof as ([A]1, [B]2, [C]1)

• τ is generated using a trusted setup which discards it after generating
σ = ([σ1]1, [σ2]2)

σ1 =

(
α, β, γ, δ,

{
x i
}n−1

i=0
,

{
βui (x) + αvi (x) + wi (x)

γ

}l

i=0
,

{
βui (x) + αvi (x) + wi (x)

δ

}m

i=l+1
,

{
x i t(x)
δ

}n−2

i=0


σ2 =

(
β, γ, δ,

{
x i
}n−1

i=0

)
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